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4G૨ं֘ҁОл৻ৠNATӟՍ

拓扑图：

背景说明：

й՟य़஬੽௤ବऀځࡤٺՕͫך૞ߛ૞ް֫ऀځҿͫءङ௤٫ߐ܉ҵݎ4Gۺ҉

ি߄Ԛ۪Ҟଓ֪Ԛͫ଍ੈ֌ङشڏޏײૡङ֫ްͺࢠࡣޗি߄ҵл৻ৠͫѸݎ

ADSL/PONি૨ࡣޗӱଇङ֫ްͺ۪ৱ१ԈԄҸ澝૱ૺWIFIঈ१Ԉ֫ް澞



4G૨ं֘ҁОл৻ৠNATӟՍ

原理说明：
૨ं֘ҁО4Gৄঀܪҵ଍ੈ֌ङ4Gл৻ৠ

૨ं֘Ї୆৥NATͫثӄৠઘ୼л৻ৠङ݇ރ଒੧֪֭૴݅

ӄৠஔ߄িݎҵ4ͫיG૨ं֘գ҈ݕޞwifiݎҵ

ܷ஬୆৥DHCPঈԅਈ

଑ީ▲Зߎׂ߂ङNATӟՍ֫ް

NAT

л৻ৠ

ӄৠ1

ӄৠ2

4G



4G૨ं֘ҁОл৻ৠNATӟՍ

配置思路：

ʒ ୆৥4Gܪ՚

ʓ ୆৥4G୥૨ࡹݍ

ʔ ୆৥߄িݎҵչޗিݎҵܷͫٷ஬ڐկDHCP

ʕ ୆৥NAT֪֭૴݅ԅਈ

通过CLI配置，需先登录web界面开启Telnet功能后进行操作，或者直接在web的CLI

控制台（系统维护→CLI控制台）进行操作

组网需求：

ʒ 4G୥૨ҁОЇ৻୥૨ͫգޞ୆৥4GਘԈܪ՚ͫґચ૜ہࣙߑЈਈלசޞઘ୼л৻

ৠ澞

ʓ ୆৥4G୥૨ࡹݍԅਈͫ֨4G୥૨ପҒޞٯڑਈלՃࡹݍޞӱޏ୍ٷՇ૜ܪ՚澞

ʔ О߄িݎҵ୆৥ৠҼܷٷ஬୆৥DHCP

ʕ ОޗিݎҵڐկWIFIԅਈ

ʖ 4G૨ं֘Ї୆৥NATԅਈͫثӄৠऀۯङࡶ୏଒੧֪֭૴݅





4G૨ं֘ҁОл৻ৠNATӟՍ

配置4G链路探测：

ip rns 1

icmp-echo 8.8.8.8  out-inteface cellular 0/0  

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1 Սݎй4GऀځTRACKر

୆৥TRACK

୆৥RNSͫࡹݍङؘ֪֭݇߿எەӑՕ
љОҸৠ߮ЗIPͫЭՕљОӄৠ߮ЗIP, 

଑З֪֭ପଋ4GՍՕଇԯՕ澞

Ј͹ײࡣސ୏ોऀͫӀѽઋ঑ࡶङיѫфࣿௌͫࡹݍ͹୆৥TRACK৻Ԉ୥૨۞ࡨ
1Зicmp request/reply100=شםކܕ(icmpף+િૺ)+20(ipף)=120bytes
1Зࡹݍյࡶߊ୏=120(icmp request)+120(icmp reply)=240bytes
୏=240*6*60*24=2073600bytes=2.07MBࡶ۱фࣿङמ1ࡹݍӑЈͫەО10ॡߊյࡹݍ
୏=2.07*30=62.1MBࡶ۱фࣿङ߃1ЗࡹݍӑЈͫەО10ॡߊյࡹݍ
ե৐ѫ߄ѩԗեङͫࠄސࡹݍ㦞બҼࡨ!

୆৥4Gܪ՚չ௳

ઍ૨ं

୆৥߄িݎҵङ

ৠҼչ



4G૨ं֘ҁОл৻ৠNATӟՍ

配置内网网关：

interface vlan 1 

ip address 192.168.1.1 255.255.255.0

为有线接入配置DHCP：

service dhcp

ip dhcp pool ruijie

network 192.168.1.0 255.255.255.0

dns-server 8.8.8.8  6.6.6.6

default-router 192.168.1.1 

ip dhcp excluded-address 192.168.1.1



4G૨ं֘ҁОл৻ৠNATӟՍ

配置WIFI接入功能：

vlan 100

dot11 wlan 1

wlan-type ap

ssid ruijieruijie

vlan 100

no l2_isolate #Ҫકwifiङݎҵऀۯлઘ

interface Dot11radio 2/0.1

encapsulation dot1Q 100

ip address 192.168.2.1 255.255.255.0

interface Dot11radio 2/0

wlan-id 1

୆৥4Gܪ՚չ௳

ઍ૨ं

୆৥߄িݎҵङ

ৠҼչDHCP
୆৥4G୥૨ࡹݍ

୆৥WIFIݎҵԅ

ਈ

୆৥NAT֪֭૴

݅

ӫڏwifi۱֨ङvlan՚

ӫڏwifiҒ՚ͫଣܫwifiࠥ
িҒޗ҈ݕͫڔОAPࠥڔ
՚ͫգޞչvlan100েؔ

注意：带WIFI功能的4G路由器通
过无线信号接入的处于独立的1个
vlan和SVI接口不在同1个网段

ՍЇ୆৥wifiङ۱ݎিޗ
֨ङvlanङৠҼ֪֭ͧ׿
ͨڔސՍݎ

wlan idҼ৻ӱޗিݎՍ



4G૨ं֘ҁОл৻ৠNATӟՍ

配置WIFI接入功能：

wlansec 1

security rsn enable

security rsn akm psk set-key ascii 12345678

security rsn akm psk enable

security rsn ciphers aes enable

ip dhcp pool AP1_NET_POOL

network 192.168.2.0 255.255.255.0 

dns-server 8.8.8.8 

default-router 192.168.2.1 

ip dhcp excluded-address 192.168.2.255 

ip dhcp excluded-address 192.168.2.1 

୆৥4Gܪ՚չ௳

ઍ૨ं

୆৥߄িݎҵङ

ৠҼչDHCP
୆৥4G୥૨ࡹݍ

୆৥WIFIݎҵԅ

ਈ



4G૨ं֘ҁОл৻ৠNATӟՍ

配置NAT地址转换：

interface vlan 1
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NATুৠͧࠄސѮ૿ંைͨ

配置思路：
ՕљऀCLI۪ৱwebߛ଒੧୆৥
୆৥ࡣސЊȔ4G૨ं֘ҁОл৻ৠNATӟՍȕ֫ް୆৥▲ਚͫЉӇદূݔଚ澞

组网需求：

ʒ ҿ଒੧ંைલثԇ֘Օљ߆ԇ֘ͫЇঀ߆ӆӱЇঀࡨЈПԈ׋NATܴ࣪֨ݵߑҦݡ

ஃЊ঒ࣲ澞

ʓ 4G SIMԪՕљީڐପл৻ৠԅਈङޯପSIMԪͧԈੂہՈIPͨ

ʔ IPङӟՍؔ֡߄ୂۈ
a. Ոͫө஬੽ੂہি૨ङIPОԈୂۈߧײйл৻ৠͫө஬੽֡ؔIPङл৻ৠӟՍׂͧߧײ

ୂ০ਰࣿדԈֿہդͫЌЈঀݡҦߑЭ੽ܴݵପଋֿդࡨӆͨ
b. APNЋৠͫө஬੽֡ؔIPङAPNЋৠӟՍީߧײ

ʕ ৠיӱذޥԇ֘߆ைંرЇוЌ֨ӟՍગٷԇ֘ͫ߆ைં߄০ୂୂۈ

҅ऀޯପ4G SIMԪܪҵл৻ৠեͫ4G૨ं֘ੂՈӱङ֪֭ީ▲Зड़ৠङ֪֭
ͫђݡҦߑӱҸৠؘஎީ৆ଋД֪֭ࠩ૴݅ङ澞ͧੂՈӱङ֪֭Оड़ৠ
10.x.x.xͫ֨4G૨ं֘Їҟذޥեיৠ҉ࡣޗࣀफݎઘ୼ӱݡबͨߑ



NATুৠͧࠄސѮ૿ંைͨ

验证配置效果：
ପଋshow ip interface briefոј4߲ࠒGݎՍٝ৆ੂՈӱIP֪֭ͫપ4ޢG
՚ٝ৆ۨԅ澞ܪ
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G૨ं֘ӄৠՍକݡҦݡͫߑҦߑਈלПԈࡨӆӱЇঀંை߆ԇ֘澞

֨ંை߆ԇ֘Їਈٯ࠳ל঒ࣲݡҦߑ澝લஃંை澞
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L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

背景说明：
ӱଇ۪ͫৱ१Ԉࡣޗি߄йऀځ֪ך૞ߛѮ૿ବࣤͫ4Gুৠ૞݇ރй4Gङ௤ବۺ҉

֫ްЈङંைडୂݏ০澞
ׂй4GѮ૿ંைङুৠ߄NATুৠչVPNুৠДय़ڔސ澞L2TP VPNুৠङѩީࢵਈ

ӄୂۈӄৠЊߑҦݡرޞҵङ4G૨ं֘଒੧ઍચͫգܪثुإԇ֘ପଋૃ՚߆ৈՠAAAל
ৠପଋL2TP VPN۸ପͫંை߆ԇ֘फݎପଋIPݡثҦߑ଒੧঒ࣲ澞

ҿ৞ީࢵ஬੽֨4G૨ं֘չИࡍڶৼગוЇ୆৥L2TP VPNͫଐ஬۸ପДঀӄৠङ૨
ंͫୂ০૜ૻࡁߛ௯ࢺ澞

4G૨ं֘

4Gл৻ৠ/APNЋৠ

ԇ֘澝ԄҸԚ߆ୂۈ

VPNࡍৼગו
L2TPடଳ

DVR



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

原理说明：

ʔ4G૨ं֘Շ૜L2TPԣ֌ͫЊVPNࡍৼગڏוॹL2TP VPN

ʕ VPNࡍৼગݎוՉ4G૨ं֘L2TPܪҵ

ʖL2TP VPNடଳۨԅڏॹ

ʒ4G૨ं֘ܪ՚ਙл৻ৠ/APNЋৠ

ʓୂۈVPNࡍৼગוପଋЋি۪Ԉܪہ՚ݎҵл৻ৠ۪Ћৠ

4G૨ं֘

4Gл৻ৠ/APNЋৠ

ԇ֘澝ԄҸԚ߆ୂۈ

VPNࡍৼગו

DVR

ۯऀ

ʗંை߆ԇ֘फࢍݎԆݡҦߑIPͫ଒੧ંைѮ૿Њગו঒ࣲ



L2TP VPN



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥L2TP 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置4G拨号：

➢ ஬୆৥澞ޗ՚ͫܪਘԈߑڐוҵ4G SIMԪեગݖл৻ৠͫөܪ4Gߧײ

➢ Ј୆৥͹ײҵAPNЋৠͫબܷܪ4Gߧײ

interface cellular 0/0

profile create master apn xxx

profile create master username username password password

配置内网网关：

interface vlan 1 

ip address 192.168.1.1 255.255.255.0

配置默认路由：

ip route 0.0.0.0 0.0.0.0 cellular 0/0

ुإӑ୆৥APNդ०Ճૃ՚ەஎؘ݇߿஬ͫޞAPNЋৠܪ



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥L2TP 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置4G链路探测：

ip rns 1

icmp-echo 8.8.8.8  out-interface cellular 0/0  

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1 Սݎй4GऀځTRACKر

୆৥TRACK

Ј͹ײࡣސ୏ોऀͫӀѽઋ঑ࡶङיѫфࣿௌͫࡹݍ͹୆৥TRACK৻Ԉ୥૨۞ࡨ
1Зicmp request/reply100=شםކܕ(icmpף+િૺ)+20(ipף)=120bytes
1Зࡹݍյࡶߊ୏=120(icmp request)+120(icmp reply)=240bytes
୏=240*6*60*24=2073600bytes=2.07MBࡶ۱фࣿङמ1ࡹݍӑЈͫەО10ॡߊյࡹݍ
୏=2.07*30=62.1MBࡶ۱фࣿङ߃1ЗࡹݍӑЈͫەО10ॡߊյࡹݍ
ե৐ѫ߄ѩԗեङͫࠄސࡹݍ㦞બҼࡨ!

୆৥RNSͫࡹݍङؘ֪֭݇߿எەӑՕ
љОҸৠ߮ЗIPͫЭՕљОӄৠ߮ЗIP, 

଑З֪֭ପଋ4GՍՕଇԯՕ澞



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥

http://www.xxx.com/


L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥L2TP 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置视频传输优化功能

୆৥4G૨ं֘ЇङѮ૿ѩԗԅਈ͹WAN-TAֿͧٺৠѮ૿Ԇବͨ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101

կऀѮ૿ѩԗԅਈ

ପଋACLؔУંைࡶ୏

կऀդОvideoङંைѮ૿ѩԗঌऋ

Սݎй4GऀځைѮ૿ѩԗঌऋvideoંر



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥L2TP 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置视频传输优化功能

୆৥VPNࡍৼગוЇङѮ૿ѩԗԅਈ͹WAN-TA+RTPڥޅ

୆৥WAN-TA͹

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101
୆৥WAN-TAԅਈ



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥L2TP 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置视频传输优化功能

୆৥VPN



L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

验证配置效果：
ପଋshow ip interface briefոј4߲ࠒGݎՍٝ৆ੂՈӱIP֪֭ͫપ4ޢG
՚ٝ৆ۨԅ澞ܪ
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G૨ं֘ӄৠՍକݡҦݡͫߑҦߑਈלПԈࡨӆӱЇঀંை߆ԇ֘澞

֨ંை߆ԇ֘Їਈٯ࠳ל঒ࣲݡҦߑ澝લஃંை澞
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Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

背景说明：
ӱଇ۪ͫৱ१Ԉࡣޗি߄йऀځ֪ך૞ߛѮ૿ବࣤͫ4Gুৠ૞݇ރй4Gङ௤ବۺ҉

֫ްЈङંைडୂݏ০澞
ׂй4GѮ૿ંைङুৠ߄NATুৠչVPNুৠДय़ڔސ澞ପଋIpsec VPN֨4G૨ं

֘ЊVPNࡍৼગו୿ڏॹࢵӱࢵङପҒடଳͫંை߆ԇ֘फݎପଋIPݡثҦߑ଒੧঒ࣲ澞
Ipsec VPNুৠङѩީࢵਈثלѮ૿ङ݇ރ଒੧Ԇͫإଠऀй߄݇ރثԆإ஬ࡌङ֫ް澞
ҿ৞ثީࢵVPNࡍৼગוङԆઆۅإਈ੽ૻࡌ௤ͫЌߧײVPNࡍৼગוङipsecԣઑؘ࣫
Љ߶ӕөՕਈ؂֨Ӄۅؠ୼ொ澞



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

原理说明：

ʔ4G૨ं֘Շ૜Ipsecԣ֌ͫЊVPNࡍৼગڏוॹIpsec VPN

ʕ VPNࡍৼગݎוՉ4G૨ं֘Ipsecܪҵ

ʖۨԅڏॹIpsec VPNடଳ

ʒ4G૨ं֘ܪ՚ਙл৻ৠ/APNЋৠ

ʓୂۈVPNࡍৼગוପଋЋি۪Ԉܪہ՚ݎҵл৻ৠ۪Ћৠ

4G૨ं֘

4Gл৻ৠ/APNЋৠ

ԇ֘澝ԄҸԚ߆ୂۈ

VPNࡍৼગו

DVR

ۯऀ

ʗંை߆ԇ֘फࢍݎԆݡҦߑIPͫ଒੧ંைѮ૿Њગו঒ࣲ



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

VPNࡍৼગוՕਈО۩՛૨ं֘澝அ؍۪׌ࢮҶৠҼфսͫЭՕਈОՄ֌ङગו澞

஬੽୆৥ङԅਈײЈͫદূ୆৥બՀৰځثગוङ୆৥۴ӆͫࠈކߎИЉӇદূѐ

৅澞

પޢ͹ײО۩՛ગͫוЭՕљՀৰфսؘߎ▲ޑପࠈކ澞

ʒ ୆৥VPNࡍৼગݎוҵл৻ৠ۪APNЋৠ

ʓ ୆৥VPNࡍৼગוҁОIpsec߆ԇ֘

ʔ ୆৥VPNࡍৼગו

୆৥





Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥Ipsec

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置4G链路探测：

ip rns 1

icmp-echo 8.8.8.8 out-interface cellular 0/0   

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1 Սݎй4GऀځTRACKر

୆৥TRACK

Ј͹ײࡣސ୏ોऀͫӀѽઋ঑ࡶङיѫфࣿௌͫࡹݍ͹୆৥TRACK৻Ԉ୥૨۞ࡨ
1Зicmp request/reply100=شםކܕ(icmpף+િૺ)+20(ipף)=120bytes
1Зࡹݍյࡶߊ୏=120(icmp request)+120(icmp reply)=240bytes
୏=240*6*60*24=2073600bytes=2.07MBࡶ۱фࣿङמ1ࡹݍӑЈͫەО10ॡߊյࡹݍ
୏=2.07*30=62.1MBࡶ۱фࣿङ߃1ЗࡹݍӑЈͫەО10ॡߊյࡹݍ
ե৐ѫ߄ѩԗեङͫࠄސࡹݍ㦞બҼࡨ!

୆৥RNSͫࡹݍङؘ֪֭݇߿எەӑՕ
љОҸৠ߮ЗIPͫЭՕљОӄৠ߮ЗIP, 

଑З֪֭ପଋ4G



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥Ipsec

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置Ipsec VPN：

access-list 101 permit ip 192.168.1.0 0.0.0.255 192.168.0.0 0.0.0.255

crypto isakmp keepalive 5 periodic

crypto isakmp policy 1
authentication pre-share
encryption 3des

crypto isakmp key 0 ruijie address 10.0.0.1

crypto ipsec transform-set myset esp-des esp-md5-hmac

ପଋACLؔУ஬੽Ԇإङͫ݇ރପٯО֪ߎӄৠৠ࠼ӱୂۈӄৠৠ࠼ङࡶ୏

୆৥Ipsec DPDࡹݍ

୆৥௄һцإୗͫߧײପଋֿդ߶જثঀͫөһцإୗ୆৥ײࡣސЈ͹
crypto isakmp key 0 ruijie hostname xxx.xx.com

୆৥isakmpঌऋ

୆৥ipsecԆإ૴݅த



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥Ipsec

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

http://www.xxx.com/


Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥Ipsec

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置路由协议：

VPNࡍৼગוЊ4G૨ं֘୿ङӄৠ૨ं۸ପեͫݡҦߑЊંை߆ԇ֘୿۵ਈלлઘ
澞
4G路由器上的路由配置：

4G૨ं֘Їफݎ୆৥௳ઍ૨ंܶէ4GݎՍԯՕ

ip route 0.0.0.0 0.0.0.0 cellular 0/0

VPN汇聚设备上的路由配置：
ҵԅਈࡨ1͹୆৥IpsecङՆէ૨ंࠄސ

֨ipsecடଳԣ֌ۨԅեਘԈࡨҵثঀԆإৠ࠼ङ૨ंӱ֪ͫߎҎй঒ࣲ

૨ंہ2͹୆৥லࠄސ

֨VPNࡍৼગוЇ۴Ԉ୆৥4G૨ं֘ӄৠৠ࠼૨ंܶէӟݎՍ澞



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥Ipsec

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置视频传输优化功能

୆৥4G૨ं֘ЇङѮ૿ѩԗԅਈ͹WAN-TAֿͧٺৠѮ૿Ԇବͨ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝



Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

验证配置效果：
ପଋshow ip interface briefոј4߲ࠒGݎՍٝ৆ੂՈӱIP֪֭ͫપ4ޢG
՚ٝ৆ۨԅ澞ܪ
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G૨ं֘ӄৠՍକݡҦݡͫߑҦߑਈלПԈࡨӆӱЇঀંை߆ԇ֘澞

֨ંை߆ԇ֘Їਈٯ࠳ל঒ࣲݡҦߑ澝લஃંை澞
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➢ L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ
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➢ GRE TunnelুৠͧࠄސѮ૿ંை۪ͨ݇ރ

■ 4G૨ंׂ֘й4G VPDNЋৠङऀځ



GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

背景说明：
ӱଇ۪ͫৱ१Ԉ֫ࡣޗি߄йऀځ֪ך૞ߛѮ૿ବࣤͫ4Gুৠ૞݇ރй4Gङ௤ବۺ҉

ްЈङંைडୂݏ০澞
ׂй4GѮ૿ંைङুৠ߄NATুৠչVPNুৠДय़ڔސ澞ପଋGREடଳVPN֨4G૨

ं֘ЊVPNࡍৼગו୿ڏॹࢵӱࢵङପҒடଳͫંை߆ԇ֘फݎପଋIPݡثҦߑ଒੧঒ࣲ澞
֜ОGREԣઑএԥͫЌީہࣙޗङͫՅޗސ஬ԣ֌ͫ֜࠴GREடଳুৠबثй

L2TP/IPSEC VPN



GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

原理说明：

ʔ4G૨ं֘VPNࡍৼગڏוॹGREடଳ

ʕંை߆ԇ֘फࢍݎԆݡҦߑIPͫ଒੧ંைѮ૿Њગו঒ࣲ

ʒ4G૨ं֘ܪ՚ਙл৻ৠ/APNЋৠ

ʓୂۈVPNࡍৼગוପଋЋি۪Ԉܪہ՚ݎҵл৻ৠ۪Ћৠ

4G૨ं֘

4Gл৻ৠ/APNЋৠ

ԇ֘澝ԄҸԚ߆ୂۈ

VPNࡍৼગו

DVR

ۯऀ



GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

VPNࡍৼગוՕਈО۩՛૨ं֘澝அ؍۪׌ࢮҶৠҼфսͫЭՕਈОՄ֌ङગו澞

஬੽୆৥ङԅਈײЈͫદূ୆৥બՀৰځثગוङ୆৥۴ӆͫࠈކߎИЉӇદূѐ

৅澞

પޢ͹ײО۩՛ગͫוЭՕљՀৰфսؘߎ▲ޑପࠈކ澞

ʒ ୆৥VPNࡍৼગݎוҵл৻ৠ۪APN





GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥GRE 

VPN



GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥GRE 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置GRE VPN：

interface tunnel 1

ip address 172.16.100.2 255.255.255.0 

tunnel source cellular 0/0

tunnel destination 222.100.100.1

୆৥GREடଳл৻֪֭ͫ஬੽ݕӹઁӦ

ܶؔGREடଳङ࢛֪֭Њऩङ֪֭





GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥GRE 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置视频传输优化功能

୆৥4G૨ं֘ЇङѮ૿ѩԗԅਈ͹WAN-TAֿͧٺৠѮ૿Ԇବͨ

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface Cellular 0/0

wan-ta-policy video list 101



GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

୆৥4Gܪ՚澝

ӄৠৠҼչ௳ઍ

૨ं

୆৥4G୥

૨ࡹݍ

୆৥GRE 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

配置视频传输优化功能

୆৥VPNࡍৼગוЇङѮ૿ѩԗԅਈ͹WAN-TA+RTPڥޅ

୆৥WAN-TA͹

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface gi 1/0/0

wan-ta-policy video list 101





GRE VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

验证配置效果：
ପଋshow ip interface briefոј4߲ࠒGݎՍٝ৆ੂՈӱIP֪֭ͫપ4ޢG
՚ٝ৆ۨԅ澞ܪ
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up

4G૨ं֘ӄৠՍକݡҦݡͫߑҦߑਈלПԈࡨӆӱЇঀંை߆ԇ֘澞

֨ંை߆ԇ֘Їਈٯ࠳ל঒ࣲݡҦߑ澝લஃંை澞
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■ 4G૨ं֘ҁОл৻ৠNATӟՍ

■ 4G૨ंׂ֘йл৻ৠ/APNЋৠѮ૿ંை/݇ރ
➢ NATুৠͧࠄސѮ૿ંைͨ

➢ L2TP VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

➢ Ipsec VPNুৠͧࠄސѮ૿ંை۪ͨ݇ރ

➢ GRE TunnelুৠͧࠄސѮ૿ંை۪ͨ݇ރ

■ 4G૨ंׂ֘й4G VPDN



4G૨ंׂ֘й4G VPDNЋৠङऀځ

背景说明：
֨VPDNЋৠ۷ܢИͫஔд4G૨ं֘չୂۈLNSગךͫיוд଍ੈ֌ङPGW/LACઅ਩

ͫऀйչLNSڏॹL2TPକͫݎਈۯऀ҅לਘПݏӲ4G૨ं֘ܪҵޞङઍચչIP֪֭ӣ୆ঈ
澞چӲݏৠৌङثۯչऀۅҶ؍ԟৠৌݕͫޑݒҶ؍

VPDNЋৠީ֨APNЋৠׂॅЇ׍Ԇд޾ԆЕࠀङ؍Ҷ۴ͫ࠼▲ਢऀځйثৠৌ؍Ҷ
੽ૻࡌ௤ङ୐壝੧Џ澞
પޢ͹ंйऩӹ՟଍ੈ֌ङڶ߾ৠڏગͫࣅۨߌعਈڐପ4G VPDNЋৠङ଍ੈ֌Љ۬ͫך
଒੧ଋؘஎୂ০澞ߌٷડͫࡹՑ଒੧ଋڔސѡͫ4G VPDNুৠ߃8ٶ14࠲

拓扑图：

4G૨ं֘

4G VPDNЋৠ

ԇ֘߆ை؂ҥ/લஃંୂۈ

LNS

IPSEC VPN

PGW/LA
C

L2TPIP

ӣݵӄৠ







4Gܪ՚୆৥ͫ

୥૨ࡹݍ澝૨

ࠬԅਈ

୆৥LNS 

VPDN

୆৥IPSEC 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

4G૨ंׂ֘й4G VPDNЋৠङऀځ

配置4G拨号：

➢ 4GܪҵAPNЋৠͫબܷײЈ୆৥͹

interface cellular 0/0

profile create master apn testapn

profile create master username test3 password ruijie
配置4G链路探测：

ip rns 1

icmp-echo 50.0.255.242 out-interface cellular 0/0   

frequency 10000 

timeout 1000

track 1 rns 1

delay up 30 down 30

interface cellular 0/0

profile create master track 1

配置默认路由：

ip route 0.0.0.0 0.0.0.0 cellular 0/0

Սݎй4GऀځTRACKر

୆৥TRACK

୆৥RNSͫࡹݍङ֪֭Оପ
ଋ4G୥૨Օଇङ1З֪֭





4Gܪ՚୆৥ͫ

୥૨ࡹݍ澝૨

ࠬԅਈ

୆৥LNS 

VPDN

୆৥IPSEC 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

4G૨ंׂ֘й4G VPDNЋৠङऀځ

配置VPN汇聚l2tp lns功能（续）
vpdn-group unicom_1 //ӫڏvpdn-group

source-ip 192.10.77.130 

//୆৥source-ipͫથ֪֭۱֨ङিԪિુl2tpѫઢङԣ֌

accept-dialin

protocol l2tp

virtual-vpdn 1            //લऀФӹ୆৥ङvpdnݎՍ

l2tp tunnel authentication    //կऀடଳ௠ચͫISPગו▲ਢୃڐկ

l2tp tunnel password cisco   //டଳ௠ચुإ

l2tp tunnel zxkeepalive-compatible    //Ӄۅؠոјͫଣ୆

lcp renegotiation always                      //Ӄۅؠոјͫଣ୆

使用vpdn2.0



4Gܪ՚୆৥ͫ

୥૨ࡹݍ澝૨

ࠬԅਈ

୆৥LNS 

VPDN

୆৥IPSEC 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

4G૨ंׂ֘й4G VPDNЋৠङऀځ

配置4G端IPsec功能
access-list 101 permit ip 50.7.164.0 0.0.0.63 any

crypto isakmp policy 1 

authentication pre-share 

encryption 3des 

crypto isakmp key 0 ruijie address 192.10.77.130

crypto isakmp keepalive 5 periodic 

crypto ipsec transform-set myset esp-des esp-md5-hmac

crypto map mymap 5 ipsec-isakmp

set peer 192.10.77.130

set transform-set myset

match address 101

interface cellular 0/0

crypto map mymap

୆৥۟ҽૠࡶ澝isakmpঌऋ

澝௄һцkey澝ipsecঌऋ澝

DPD澝Ԇ֣إঈ





4Gܪ՚୆৥ͫ

୥૨ࡹݍ澝૨

ࠬԅਈ

୆৥LNS 

VPDN

୆৥IPSEC 

VPN

୆৥૨ंԣ

ઑ



4Gܪ՚୆৥ͫ

୥૨ࡹݍ澝૨

ࠬԅਈ

୆৥LNS 

VPDN

୆৥IPSEC 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

4G૨ंׂ֘й4G VPDN



4Gܪ՚୆৥ͫ

୥૨ࡹݍ澝૨

ࠬԅਈ

୆৥LNS 

VPDN

୆৥IPSEC 

VPN

୆৥૨ंԣ

ઑ

୆৥ંைѮ

૿ѩԗԅਈ

4G૨ंׂ֘й4G VPDNЋৠङऀځ

配置视频传输优化功能

୆৥VPNࡍৼગוЇङѮ૿ѩԗԅਈ͹WAN-TA+RTPڥޅ

୆৥WAN-TA͹

wan-ta enable

ip access-list extended 101

10 permit ip any any

wan-ta policy video

interface gi1/1/0

wan-ta-policy video list 101
୆৥WAN-TAԅਈ



4Gܪ՚୆৥ͫ

୥૨ࡹݍ澝૨

ࠬԅਈ

୆৥LNS 

VPDN

୆৥IPSEC 

VPN

୆৥૨ंԣ

ઑ

�,��
�4 G�I€\ CVPDN�F	åVPNVPNVPN�F	å�F	å



4G૨ंׂ֘й4G VPDNЋৠङऀځ

验证配置效果：
ପଋshow ip interface briefոј4߲ࠒGݎՍٝ৆ੂՈӱIP֪֭ͫપ4ޢG
՚ٝ৆ۨԅ澞ܪ
Ruijie#show ip interface brief 

Interface          IP-Address(Pri)      IP-Address(Sec)   Status         Protocol 

Cellular 0/0        10.230.7.181/32      no address           up                     up
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• ୩݈ؒސ௙஼͹www.ruijie.com.cn

• ૷ўչࠈކЈૺ͹www.ruijie.com.cn/service.aspx

• ୩݈ৠৌ߆ߐ܉ԇખִ͹support.ruijie.com.cn
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